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Consensus Protocols

- Distributed fault-tolerant agreement on a certain truth
- A history that predates cryptocurrencies

- Byzantine Fault Tolerance (BFT) protocols

- Permissioned (fixed number of participants)
- Finality (fast settlement).

- Possibly corrupt players
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Main Properties

Consistency

If ch and ch’ are final, then
ch <ch'orch'<ch

(there are no forks)

Liveness

Eventually, a new block will
be finalized.

Latency

Time in which a transaction
is confirmed.
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Formalizations at 10 8 Vi/d

Source of Truth ,7 |
Source of Documentation

Executable = Reference implementation |
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Formalization of Consensus

Proving the Correctness of Disk Paxos in
Isabelle/HOL

Muuro Jaskeliofl Stephan Mecs

October 14, 2005

Abstract

Dz Paxos GLX l= an algorichm Zor bulldlog acblirary fault- hanizing BFT consensus
relerant distrinted sysserns. The snecification of Disk Payns has heen
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Formalization of Consensus

Mechanising Blockchain Consensus

Gewge Fitlea
Tniverety Caloge Loadon 11K
grorgepides15gmuclacuk

Abstract

‘Me presen: the Lrst lormaksation of a slockchain-based dis-
abuted consenius protocs] with e proof of itz consateney
mnecamsed inan nlesadtive proo: 2ssistant

Our developmeat includes o reference succhanbation of
the dock forest daca stroctuse, necessiry lor implerenting
srovably correct per-sode pretocol logie. We alio define o
model of a retwork, implen2nting the peatocel in the foem
of a vesleated etate-ranition dyetam. The protocel’s execu-
dens are modeled via g amall-gep dperational semantics foe
agynchronous message pasing, in which paczages canba
rearranged or duplicated.

In tak: work, we fecus oa the notion of gosal syetam
salely, proviag a fermof eventual sonsdency. To do so, we
pravide a liheary of thearsme ahear s pure functinns] im-
olemeatstion of Mock foress cefine az inductive systzm
nuseiant, ard chow tha ina piecoent eyetom tate, 1 im-

llya Seigey
University Nalbge [andm TIK
Lsergey@uclacuk

1 Introduction

‘The nolon o! ¢ecentralised blcckearsn-Lased coasensus is

o tremondows succeas of the moycem sdenece of distrbuted
oompuling, mate passible by the use of basic cryptography,
and cnablisg many epplicetisrs, including bat net lmited
to cryptecurrencies, smarl contzasts, appication-specitic
arbitsation, voting, efe.

In a nurshzll, the dlea of & ddgrbuted COnsersLs prolo-
esl based en Mockchaing or pansaciion ledgers, = rachar
surple. In al such peetccols, 1 nureber of stareful nodes
(pactzisants) are cerenunicating with each staer inan aeyn.
cAapRous ressage-pasiing dyle In a massage, 1 acde @)
can anscusce & tranccetion, which typleally reprozents a
cerainevent in the sysiem, dependng on the previous state
of the nade ar the ontire retwark (we istertionally liave
oul the details of wiut caa go inlo & aasaction s Lhey e
anpli=ation-gwecdie): a nawce esnalee () ereate snd arnad.
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Formalization of Consensus

 —————

Formalizing Nakamoto-Style Proof of Stake

Spren Flley Thomeer and Has Spittars

Concerdium Blockehain Iesearch Center, Aarhus University, Denmark
{sethomsen, spitters}dcs.av.ds

Muy 18, 2021

Abstract

Fauli-telerans dsuibutal systecs noove (e trust fooa 2aozls paly o 2 wajoclly of pcies
worbwipat o 0 e mabacal, This eades Tiloeked @ Tesad coyptn-cnan saes pesahle ey
allow peaies 1o agree ona tosel ander of acsactions without & trusted thond pacty, To e,

adatnbmted systen, e sacnnty of the pootoox” 200 De conea Dwes of thie caplanertanion
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Towards Formal Verification of HotStuff-based
Dyzantine Fault Tolerant Consensus in Agda*

Hurold Cerr-, Casidopacr Jeckins® . Mare Meir'. Vaetoe Cocciozi Miroklo®,

and Limaedra Silvat

L leaeta Ll US4 snd Bom Yaalwul
* Umiverazy of Iows, USA
“ Tweag. Thy Netbeclunde
Y Rurstime VerlBoador, USA

Abstrost. LuwsaBFT & o Byzostine Fauls Tolerow: (BF T scvsensu:
valoeol Bosw ve HOTS7I58 . Wee prsse e adiel sad nooulel el The poos
vt b selvicg Hors=mre J Lirr A HE'T sl Teemad oeshioe e ksl
arocts of et cote correctness safety| property anc an extevded cordi
swon that enables non particpatimg pares to veoify cocaraitied resulte,
‘Livcsess propor=oa weould be pocved o spoelfe fmplomentatbons . nat
% the cbotrae moadel sresented {n this paper.’

A v sl Bl i prvecienly Auliciag, cosmm e e advan e wihoe
b P .. . .
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Formalization of Consensus
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AdoB: Bridging Benign and Byzantine Consensus with
Atomic Distributed Objects*

WOLF HONORE?, Yale Univeesity, USA
LONCFEI GIU, Yale University, USA
YOONSEUNG KIM, Yak University, USA
JI-YONG SHIN, Northcastem University, USA
JIEUING KIM, Inha University, Sonth Kovea
ZHGONG SHAO, Yale University, USA

Achievirg exrsensus is 2 challenging ard ubicuitous problem in distributed systems that is only made harder
by Dx intreducton of malxious byzmtmc scrveras, Whale 3. gmﬁa.ar.l cffort hes been devoted lo the bcr.xgn and
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Layers of Formalization in Agda

Used by cryptographers to produce ZK circuits
e Afinal chain with the evidence to prove it final

Deterministic Layer

e Paper description of the algorithm

Academic Layer e  Proof of Properties
e Simplifying assumptions

e Implementation details
e More performance oriented

Network Layer

IOHK | Mechanizing BFT consensus



Streamlet

- Simple BFT Protocol

- Good for initial formalization of academic layer



Streamlet: Basic Structures

Epoch = N epochLeader : Epoch » Pid
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Streamlet: Basic Structures

Epoch = N epochLeader : Epoch » Pid

record Block : Type where Chain = List Block
constructor {_,_,_>
field parentHash : Hash
epoch : Epoch
payload : List Transaction
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Streamlet: Basic Structures

Epoch = N epochLeader : Epoch » Pid

record Block : Type where Chain = List Block
constructor {_,_,_>
field parentHash : Hash
epoch : Epoch
payload : List Transaction

data Message : Type where
Propose : SignedBlock -» Message
Vote : SignedBlock -» Message
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Streamlet Notarization and Finalization

Assume a local database of messagesms : List Message

record NotarizedBlock (b : Block) : Type where
votes : List Message
votes = filter ((_Z b) o blockMessage) ms
field enoughVotes : IsMajority votes

NotarizedChain : Chain - Type
NotarizedChain = All NotarizedBlock
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Streamlet Notarization and Finalization

Assume a local database of messagesms : List Message

record NotarizedBlock (b : Block) : Type where data FinalizedChain : Block -» Chain » Type
votes : List Message where
votes = filter ((_Z b) o blockMessage) ms Finalize : v {ch b, b, bg} ~»
e NotarizedChain (b; : b, = b, =t ch)
field enoughVotes : IsMajority votes e by .epoch = suc (b, .epoch)

e b, .epoch = suc (b, .epoch)
NotarizedChain : Chain » Type
NotarizedChain = ALl NotarizedBlock FinalizedChain by (b, : by 1 ch)
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Global Transition

data _—_ (s : GlobalState) : GlobalState -» Type
where

LocalStep : let I1s = s @ p in
p>s .e-now + Ls =[ mm ]» ls'

s — broadcast p mm (updateLocal p ls’' s)

Deliver :
(enve : env € s .networkBuffer) -

s — deliverMsg s enve

AdvanceEpoch :

s — advanceEpoch s

record GlobalState : Type where

field
e—nNow : Epoch
stateMap : Vec LocalState nodes

networkBuffer : List Envelope

IOHK | Mechanizing BFT consensus
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Local Transition

data >_r_—[_J»_
(p : Pid) (e : Epoch) (ls : LocalState) :
Maybe Message -» LocalState -» Type where

ProposeBlock :
let b=Cch # , e, txs )
m = Propose (signBlock p b)
ls' = record ls { phase = Voted
; db =m: ls .db }
in e ls .phase = Ready
p = epochLeader e
ch -longest-notarized-chain-€- 1ls .db
e b —connects-to- ch

p>er ls —[ justm]»s ls'

data Phase : Type where
Ready Voted : Phase

record LocalState : Type where
field phase : Phase
db : List Message
inbox : List Message
final : Chain

IOHK | Mechanizing BFT consensus
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Streamlet Local Transition

data p>_r_—[_]-_ VoteBlock :
(p : Pid) (e : Epoch) (1ls : LocalState) : let L = epochLeader e
Maybe Message » LocalState -» Type where b =(H, e, txs )
mP = Propose $ signBlock L b
ProposeBlock : m = Vote $ signBlock p b
let b=¢ch# , e, txs ) in
m = Propose $ signBlock p b v (me : AnyFirst (_= mP) (1ls .inbox)) -
1s’ = record ls { phase = Voted e ls .phase = Ready
;5 db=m: 1s .db } ep L
in e ch longest-notarized-chain-€ 1ls .db
e ls .phase = Ready e b —connects-to- ch
e p = epochLeader e
e ch longest-notarized-chain-€ 1s .db pr>etr ls —[ just m ]» voteBlock 1ls me m

e b —connects-to- ch

RegisterVote : let m = Vote sb in
pretr ls —[ justm]» ls’ em¢ ls .db
> (m€ : m € 1ls .inbox) -

FinalizeBlock : v ch b »
e ValidChain (b :: ch) p>etr ls —[ nothing ]» registerVote ls me
e FinalizedChain (ls .db) ch b

pr>etr ls —[ nothing J» finalize ch 1s
IOHK | Mechanizing BFT consensus
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Simplex Local Transition

data _8_r_—_s->_
(p : Pid)(t : Time)(ls : LocalState) :
List Message » LocalState -» Type where
ProposeBlock :
let
h = ls .height
= slotLeader h
ph = ch #
b =1inj, ( h, ph, trxs >b
m = Propose p b nc

-

in
(nce : ch chain-notarized-€
(ls .db))
> ls .phase = Start
cpEL

nc = get-notarized-chain nce
ValidChain (b :: ch)

pStrls—[mI]s»> startlS t 1s

InitNonLeader : (let h = 1s .height) »
e p # slotLeader h
e ls .phase = Start

pStr ls —s» startlS t 1s

VoteBlock :
let
h = 1s .height
L = slotLeader h
ph = ch #
rb = <(h, ph, trxs Db
b =1inj, rb
mP = Propose L (inj, rb) nc
m = Vote p b
in
(me : AnyFirst (_= mP)
(ls .inbox))
» (ls .phase = Vote-collecting)
e ValidChain (b :: ch)

o

p8trls—[ mI]s»> voteProp ls me
RegisterMessage :
(m € (Vote p b ::
Finalize p h =

View p nc = [1))
> (me : m € ls .inbox)

o

p8tr ls —s» regMessage ls me

SeeNotarizedChain :
let h = 1s .height
vm = [ View p nc ]
m = if 1s. timer-fired?
then vm
else (Finalize p h) :: vm
in
e NotarizedChain ch
e ValidChain ch
e heightChain ch = h
e ch chain-notarized-€ (ls .db)

o

pSterls—ms»next-iter 1s

Finalize : let ms = ls .db in
(h : Height)
> h height-finalized-€ ms
> (che : ch chain-notarized-€ ms)
> heightChain ch = h
> h > heightChain (ls .finalchain)

o

p & tr ls —s» finalize ch 1s

IOHK | Mechanizing BFT consensus
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Traces

Decidability of rules premises yields execution traces

S11

>{ Propose? L [ by § bo s b, ] [1)
512

>{ Deliver? [ A | p, > >
513

>{ Vote? A [ by ¢ b 5 b, 1 [1)
S14

>{ Finalize? A [ by § b s b, ] b, >

S15
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Current State of Formalization

+ Formalization of Deterministic Layer
* Notarization
+ Change of committee
- Formalization of Academic Layer
- Streamlet
« Relational Spec
* Execution Traces
- Safety (WIP)
* Simplex

« Relational Spec

. 'Ik‘* e )

IOHK | Mechanizing BFT consensus

15



