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•  Distributed fault-tolerant agreement on a certain truth

• A history that predates cryptocurrencies

• Byzantine Fault Tolerance (BFT) protocols 

Consensus Protocols

• Permissioned (fixed number of participants) 

• Finality  (fast settlement). 

• Possibly corrupt players
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Main Properties

Consistency

If ch and ch’ are final, then 
ch ≼ ch' or ch' ≼ ch
(there are no forks) 

 

Liveness

Eventually, a new block will 
be finalized.

Latency

Time in which a transaction 
is confirmed.
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Formalizations at IO

• Source of Truth 

• Source of Documentation 

• Executable ⇒ Reference implementation
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Layers of Formalization in Agda

Network Layer ● Implementation details
● More performance oriented

Academic Layer
● Paper description of the algorithm
● Proof of Properties
● Simplifying assumptions

Deterministic Layer ● Used by cryptographers to produce ZK circuits
● A final chain with the evidence to prove it final
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Streamlet
• Simple BFT Protocol 

• Good for initial formalization of academic layer
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Streamlet: Basic Structures
Epoch = ℕ epochLeader : Epoch → Pid

record Block : Type where 
  constructor ⟨_,_,_⟩ 
  field parentHash : Hash 
        epoch      : Epoch 
        payload    : List Transaction 

Chain = List Block

data Message : Type where 
  Propose : SignedBlock → Message  
  Vote    : SignedBlock → Message
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Streamlet Notarization and Finalization

  record NotarizedBlock (b : Block) : Type where 
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    votes = filter ((_≟ b) ∘ blockMessage) ms 

    field enoughVotes : IsMajority votes 

  NotarizedChain : Chain → Type 
  NotarizedChain = All NotarizedBlock

   Assume a local database of messages ms : List Message
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Streamlet Notarization and Finalization

  record NotarizedBlock (b : Block) : Type where 
    votes : List Message 
    votes = filter ((_≟ b) ∘ blockMessage) ms 

    field enoughVotes : IsMajority votes 

  NotarizedChain : Chain → Type 
  NotarizedChain = All NotarizedBlock

data FinalizedChain : Block → Chain → Type       
  where 
    Finalize : ∀ {ch b₁ b₂ b₃} → 
      ∙ NotarizedChain (b₃ ∷ b₂ ∷ b₁ ∷ ch) 
      ∙ b₃ .epoch ≡ suc (b₂ .epoch) 
      ∙ b₂ .epoch ≡ suc (b₁ .epoch) 
       ─────────────────────────────────── 
       FinalizedChain b₃ (b₂ ∷ b₁ ∷ ch) 

   Assume a local database of messages ms : List Message

2 5 6 7
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Global Transition
data _—→_ (s : GlobalState) : GlobalState → Type  
  where 

  LocalStep : let ls = s ＠ p in 
    p ▷ s .e-now ⊢ ls —[ mm ]→ ls′ 
    ────────────────────────────────────────── 
    s —→ broadcast p mm (updateLocal p ls′ s) 

  Deliver : 
    (env∈ : env ∈ s .networkBuffer) → 
    ───────────────────────────────── 
    s —→ deliverMsg s env∈ 

  AdvanceEpoch : 
    ─────────────────── 
    s —→ advanceEpoch s

record GlobalState : Type where 
    field 
      e-now         : Epoch           

      stateMap      : Vec LocalState nodes   

      networkBuffer : List Envelope
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Local Transition
data _▷_⊢_—[_]→_ 
  (p : Pid) (e : Epoch) (ls : LocalState) :  
      Maybe Message → LocalState → Type where 

  ProposeBlock : 
    let b = ⟨ ch ♯ , e , txs ⟩ 
        m = Propose (signBlock p b) 
        ls′ = record ls { phase = Voted  
                        ; db    = m ∷ ls .db } 
    in ∙ ls .phase ≡ Ready 
       ∙ p ≡ epochLeader e 
       ∙ ch -longest-notarized-chain-∈- ls .db 
       ∙ b -connects-to- ch 
      ───────────────────────────────────────── 
         p ▷ e ⊢ ls —[ just m ]→ ls′

data Phase : Type where 
  Ready Voted : Phase 

record LocalState : Type where 
  field phase : Phase 
        db    : List Message 
        inbox : List Message 
        final : Chain
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Streamlet Local Transition
data _▷_⊢_—[_]→_ 
  (p : Pid) (e : Epoch) (ls : LocalState) :  
    Maybe Message → LocalState → Type where 

  ProposeBlock : 
    let b = ⟨ ch ♯ , e , txs ⟩ 
        m = Propose $ signBlock p b 
        ls′ = record ls { phase = Voted  
                        ; db = m ∷ ls .db } 
    in 
    ∙ ls .phase ≡ Ready 
    ∙ p ≡  epochLeader e 
    ∙ ch longest-notarized-chain-∈ ls .db 
    ∙ b -connects-to- ch 
      ───────────────────────────────────────── 
      p ▷ e ⊢ ls —[ just m ]→ ls′ 

  FinalizeBlock : ∀ ch b → 
    ∙ ValidChain (b ∷ ch) 
    ∙ FinalizedChain (ls .db) ch b 
      ─────────────────────────────────────── 
      p ▷ e ⊢ ls —[ nothing ]→ finalize ch ls 

  VoteBlock : 
    let L  = epochLeader e 
        b  = ⟨ H , e , txs ⟩ 
      mᵖ = Propose $ signBlock L b 
      m  = Vote    $ signBlock p b 
    in 
    ∀ (m∈ : AnyFirst (_≡ mᵖ) (ls .inbox)) → 
    ∙ ls .phase ≡ Ready 
    ∙ p ≢ L 
    ∙ ch longest-notarized-chain-∈ ls .db 
    ∙ b -connects-to- ch 
      ───────────────────────────────────────── 
      p ▷ e ⊢ ls —[ just m ]→ voteBlock ls m∈ m 

  RegisterVote : let m = Vote sb in 
      ∙ m ∉ ls .db 
    → (m∈ : m ∈ ls .inbox) → 
      ─────────────────────────────────────────── 
      p ▷ e ⊢ ls —[ nothing ]→ registerVote ls m∈
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Simplex Local Transition
data _⦂_⊢_—_s→_  
  (p : Pid)(t : Time)(ls : LocalState) :  
  List Message → LocalState → Type where 
  ProposeBlock : 
    let 
      h = ls .height 
      L = slotLeader h 
      ph = ch ♯  
      b = inj₁ ⟨ h , ph , trxs ⟩b 
      m = Propose p b nc  
    in 
      (nc∈ : ch chain-notarized-∈           
                (ls .db)) 
    → ls .phase ≡ Start 
    ∙ p ≡ L 
    ∙ nc ≡ get-notarized-chain nc∈ 
    ∙ ValidChain (b ∷ ch) 
      ──────────────────────────────── 
      p ⦂ t ⊢ ls —[ m ]s→ startLS t ls 

  InitNonLeader : (let h = ls .height) →  
    ∙ p ≢ slotLeader h  
    ∙ ls .phase ≡ Start 
      ───────────────────────────  
      p ⦂ t ⊢ ls —s→ startLS t ls 

 VoteBlock : 
    let 
      h  = ls .height 
      L  = slotLeader h 
      ph = ch ♯  
      rb =  ⟨ h , ph , trxs ⟩b 
      b  = inj₁ rb 
      mᴾ = Propose L (inj₁ rb) nc 
      m  = Vote p b 
    in 
      (m∈ : AnyFirst (_≡ mᴾ) 
(ls .inbox)) 
    → (ls .phase ≡ Vote-collecting) 
    ∙ ValidChain (b ∷ ch) 
      ────────────────────────────────── 
      p ⦂ t ⊢ ls —[ m ]s→ voteProp ls m∈ 

  RegisterMessage :  
      (m ∈ (Vote p b ∷  
            Finalize p h ∷  
            View p nc ∷ [])) 
    → (m∈ : m ∈ ls .inbox) 
    ──────────────────────────────────── 
      p ⦂ t ⊢ ls —s→ regMessage ls m∈ 

  SeeNotarizedChain :  
    let h  = ls .height  
        vm = [ View p nc ] 
        m = if ls. timer-fired? 
             then vm   
             else (Finalize p h) ∷ vm 
    in 
    ∙ NotarizedChain ch 
    ∙ ValidChain ch  
    ∙ heightChain ch ≡ h 
    ∙ ch chain-notarized-∈ (ls .db) 
      ─────────────────────────────── 
      p ⦂ t ⊢ ls — m s→ next-iter ls 

  Finalize : let ms = ls .db in 
      (h : Height)  
    → h height-finalized-∈ ms 
    → (ch∈ : ch chain-notarized-∈ ms) 
    → heightChain ch ≡ h 
    → h > heightChain (ls .finalchain) 
    ────────────────────────────────────
      p ⦂ t ⊢ ls —s→ finalize ch ls 
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Traces
• Decidability of rules premises yields execution traces

s11 
→⟨ Propose? 𝕃 [ b₆ ⨾ b₅ ⨾ b₂ ] [] ⟩ 

s12 
→⟨ Deliver? [ 𝔸 ∣ p₇ ⟩ ⟩ 

s13 
→⟨ Vote? 𝔸 [ b₆ ⨾ b₅ ⨾ b₂ ] [] ⟩ 

s14 
→⟨ Finalize? 𝔸 [ b₆ ⨾ b₅ ⨾ b₂ ] b₇ ⟩ 

s15
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Current State of Formalization

• Formalization of Deterministic Layer 

• Notarization 

• Change of committee 

• Formalization of Academic Layer 

• Streamlet 

• Relational Spec 

• Execution Traces 

• Safety (WIP) 

• Simplex 

• Relational Spec


